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Abstract  Review Article 
 

Observability is essential in numerous areas, including software engineering, business operations, and Information 

Technology (IT). Created by Colonel John Boyd in a military setting, the OODA (Observe, Orient, Decide, and Act) 

loop has expanded into a flexible framework for enhancing observability in various areas. This study improves 

observability and decision-making by applying OODA concepts and procedures in software engineering and business. 

These domains work together to guarantee smooth workflows in the age of Industry 4.0 and disruptive technology 

breakthroughs when observability is essential to success. The OODA cycle in software engineering allows engineers to 

gather information, comprehend context, make logical decisions, and take appropriate action to maximize system 

security and performance. The “Observe” phase focuses on metrics, logs, events, including data collection, monitoring, 

and real-time analysis. The “Orient” phase emphasises how crucial anomaly detection and data visualization are to 

comprehending context. While the “Act” phase handles automation and the implementation of enhancements, the 

“Decide” phase directs engineers to optimize systems and increase security. From operational indicators to market trends 

and consumer feedback, the OODA loop helps businesses make data-driven decisions by collecting information during 

the “Observe” phase. The “Orient” phase helps organizations comprehend customer preferences and market dynamics 

by analysing data and spotting trends. The “Act” phase makes it easier to implement selected plans, while the “Decide” 

phase aids in strategic decision-making and resource allocation. 
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I. INTRODUCTION 
The idea of observability is crucial in many 

fields, including software engineering, cloud computing, 

IT, and business operations. Excellence in many areas is 

defined by the capacity to collect information, analyse it, 

draw conclusions from it, and act quickly after making 

judgments. The decision-making framework known as 

the OODA (Observe, Orient, Decide, and Act) loop, first 

developed by Colonel John Boyd in a military setting, 

has evolved into a highly effective and flexible 

instrument for improving observability in various fields 

[1, 2]. This research concentrates on software 

engineering and business domains to examine the 

significance of OODA principles and processes in 

enhancing observability. This study explores the 

OODA’s intricacies in these fields, emphasizing how this 

framework may lead to better decision-making and 

improved efficiency. 

 

IT and business are differing fields that offer 

various services. However, introducing Industry 4.0 has 

completely changed how companies produce, enhance, 

and market their goods. Industries are incorporating new 

technologies into their operations and production 

facilities, such as artificial intelligence (AI) and machine 

learning, cloud computing and analytics, and the Internet 

of Things (IoT) [18]. Industry 4.0 has brought disruptive 

technological inventions, including analytics and 

intelligence, human-machine interaction, advanced 

engineering, data, connectivity, and computational 

power; these fields have been collaborating to ensure 

smooth workflow [5]. Observability is a crucial 

important aspect in ensuring smooth flow in every 

domain. In general terms, observability is keeping track 

of every part of a system, concentrating on maintaining 

or close to the top of an operations process flow the most 

pertinent, significant, and fundamental concerns. Using 

the OODA loop, software developers may be led through 

a four-step process to boost observability using the 

OODA loop. 

 

II. THE OODA PRINCIPLES AND PROCESSESS  

As presented in figure 1, data gathering is the 

first step in the “Observe” phase, and log aggregators and 

application performance monitoring are essential tools 

for this. Second, the “Orient” phase uses anomaly 



 
 

 

 

 

 

 

Manoj Kuppam, Sch J Eng Tech, Nov, 2023; 11(11): 302-308 

© 2023 Scholars Journal of Engineering and Technology | Published by SAS Publishers, India                                                                                          303 

 

 

 

 

detection and data visualisation to help with context 

understanding. Actionable insights appear during the 

“Decide” step, guiding developers to optimise their 

systems. Ultimately, the “Act” phase uses automation 

tools and CI/CD pipelines as essential resources to bring 

the decisions to action through deployments and 

improvements [1, 2]. In the business realm, decision-

making relies heavily on observability. Through 

consumer feedback, operational measurements, and 

market trends, the OODA loop helps collect data [1, 2, 

4]. Using business intelligence platforms and other tools 

for data analysis is emphasised throughout the 

orientation phase. Strategic decisions and resource 

allocation are made during the “Decide” phase; findings 

are turned into actions during the “Act” phase, such as 

new product launches and advertising initiatives. The 

OODA loop empowers professionals to take prompt 

action and make well-informed judgments by providing 

an organised method for enhancing observability. 

Ultimately, it is vital to these fields for performance 

optimisation, resilience assurance, and even life-saving. 

Professionals who follow the Observe, Orient, Decide, 

and Act principles can better manoeuvre confidently and 

precisely through complicated, constantly changing 

surroundings. 

 
Fig 1: The OODA loop 

 

III. Ooda in software engineering 

The OODA loop provides a fundamental 

paradigm for improving observability in software 

engineering, empowering developers and engineers to 

make judgments and take appropriate action based on 

real-time data and insights. 

 

 
Fig 2: This figure shows how the OODA loop helps in software engineering 

 

In this framework, an event—which could 

originate from a person, a sensor, another piece of 

software, or any other digitally represented event 

source—triggers an observation. Other sources of 

context are brought in to help with orientation, such as 

historical data, queues of past events, tenets (such as 

rules and regulations), human insight (via a UI of some 

kind), and so forth. Next, a model of some sort—a rules 

engine, a machine learning model, or a function—

triggers decisions [19]. Of course, humans can also make 

decisions, but doing so would typically slow down the 

loop. A new event will ultimately be published, or a 

function will be called to take action. 

 

A. Observe 

The ‘observe’ phase is the first crucial OODA 

loop phase within software engineering, providing a 

foundation for effective observability [6]. Software 

engineers and developers carefully gather information on 

the functionality and behaviour of their software systems 



 
 

 

 

 

 

 

Manoj Kuppam, Sch J Eng Tech, Nov, 2023; 11(11): 302-308 

© 2023 Scholars Journal of Engineering and Technology | Published by SAS Publishers, India                                                                                          304 

 

 

 

 

throughout this phase. This process aims to obtain a 

thorough and precise understanding of the present status 

of the system, similar to an ongoing digital surveillance 

operation. During the ‘observe’ phase, pillars guiding 

observability include key performance metrics, logs and 

events, observability tools, real-time monitoring, and 

data storage. The “observe” phase’s core component is 

tracking essential performance indicators. These metrics 

might vary based on the goals and nature of the program, 

but they frequently include error rates, system health 

indicators, response times, throughput, and resource use. 

These metrics give developers an instantaneous picture 

of the software’s operation and assist in locating 

problems that could compromise its dependability or 

performance [3, 4]. Besides metrics, software developers 

also gather data from logs and events. Logs provide 

thorough documentation of all system activity, mistakes, 

and events; events are noteworthy incidents that must be 

addressed. Events and logs are important data sources for 

analysis and troubleshooting [4]. Engineers can find 

abnormalities, mistakes, or unusual behaviours that 

indicate underlying problems by looking through logs 

and events. Application code, infrastructure, and user 

interactions are only a few of the features of a software 

system that may be continually monitored with APM 

tools [8]. They track requests, gather information on 

performance measures, and offer perceptions of the 

system’s behaviour. Log aggregators are another class of 

programs that handle and combine logs produced by 

various software components [11]. These technologies 

are essential for centralising log data and increasing its 

analytical accessibility. Besides, real-time monitoring in 

the ‘observe’ phase enables engineers to access data 

promptly as the system generates it. Engineers may 

identify problems as they arise using real-time tracking, 

facilitating speedier mitigations and remedies. Likewise, 

it allows these developers to configure alerting systems 

to warn them when predetermined thresholds are 

surpassed, guaranteeing that urgent problems are 

resolved quickly. These generated data are collected in 

this phase and stored in stores or databases for future 

analysis and reference. Historical data is helpful when 

analysing system trends, finding patterns and deciding 

how best to enhance the system. Also, it can help with 

root cause investigation, capacity planning, and post-

incident analysis. 

 

B. Orient 

A crucial part of the software engineering 

OODA cycle is the “observe” phase. The information 

gathered in the “observe” phase is converted into 

valuable insights in this stage. It entails the critical effort 

of comprehending the relevance and context of the 

observed data, giving software developers the viewpoint 

they need to make intelligent choices. Developers need 

to understand patterns, detect anomalies, and visualise 

data. Engineers use data analysis to find recurrent trends, 

patterns, and regularities to comprehend ways. These 

trends could be based on user behaviour, error rates, or 

performance data. Understanding these trends is crucial 

as they may reflect the system’s typical working 

circumstances. The “orient” phase includes identifying 

patterns and looking for abnormalities or inconsistencies 

in the data. Anomalies might appear as abrupt increases 

in error rates, unforeseen resource consumption, or 

changes in how users typically behave. It is essential to 

identify anomalies since they frequently indicate 

problems that need to be fixed. Data visualisation is 

another crucial ‘orient’ stage that ensures data 

observability is a per. Engineers generate visual 

representations of data using data visualisation 

technologies like dashboards, graphs, and charts [12]. 

Complex data sets might be more straightforward to 

understand and discover patterns or anomalies faster 

with visualisations than with raw data alone. 

 

C. Decide 

The ‘decide’ phase is the critical OODA loop 

function that software developers must comprehend to 

understand their systems’ current state to make strategic 

and informed choices to enhance system reliability, 

performance and security. Engineers can evaluate 

several possibilities for improvement and make well-

informed decisions because they thoroughly grasp the 

system’s behaviour and possible problems. This data-

driven decision-making method concentrates on fixing 

issues discovered or enhancing system performance. 

Besides, performance optimisation is core to the ‘decide’ 

stage. Performance challenges include resource 

constraints, bottlenecks, and delayed response times. 

During this stage, developers may optimise the system 

by component reconfiguration, code optimisation, or 

caching mechanism implementation. These choices will 

improve the system’s overall efficiency and user 

experience. This phase is also where software engineers 

decide to develop security measures. Observability can 

be optimised if engineers apply security patches, 

reconfigure access controls, or update libraries, 

protecting the system against potential threats and 

vulnerabilities. Making these choices is essential to 

protecting sensitive data and preserving the program’s 

integrity. It is vital to comprehend that the “decide” stage 

is not a one-time occurrence but a continuous process. To 

improve the system’s functioning, engineers make 

iterative judgments, regularly evaluate the system’s 

performance, and pinpoint opportunities for 

improvement. 

 

D. Act 

The OODA loop culminates in the “act” phase 

of software engineering when choices made during the 

“decide” phase are implemented. This stage focuses on 

implementing modifications, optimizations, and actions 

to fix detected problems and enhance the system’s 

security, dependability, and performance. The ‘act’ 

phase ensures deployment of changes, configuration 

optimization, continuous integration/continuous 

deployment (CI/CD), resource scaling, automation, and 

monitoring and evaluation [20]. The ‘act’ phase of 

software engineering is critical since it entails deploying 
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code changes. These adjustments might include bug 

corrections, feature upgrades, or performance 

improvements found during the “decide” stage. In 

addition, configuration is a critical factor in how the 

system behaves. Engineers can tweak configurations to 

optimize the system’s security, resource allocation, or 

performance. The choices taken before accomplishing 

the intended results align with these optimizations. 

 

 
Fig 3: Based on the OODA loop’s decision framework, the operational decision automation technique enables 

businesses to model and explain how choices are taken and carried out while supporting the four stages of the 

cycle [17] 

 

Pipelines for continuous integration and 

continuous deployment, or CI/CD, make rolling out 

changes into production easier [3]. They provide a 

smooth and effective procedure by automating code 

modification monitoring, testing, and deployment. 

Resource scaling, on the other hand, depends on the 

system’s growth and its ability to handle increasing 

amounts of work. Engineers can deploy additional 

servers, scale cloud resources, or optimise resource 

allocation in this phase. This guarantees that the system 

can effectively manage a range of workloads. Also, 

automation tools can help minimise the error possibility 

and expedite the process of carrying out tasks [16]. 

Automation makes it possible to deploy changes 

effortlessly and consistently. Lastly, monitoring and 

evaluation are in the OODA’s ‘act’ phase of 

observability improvements. Engineers keep a close eye 

on the system during this phase to confirm the effects of 

the activities that have been put into place. This real-time 

observation guarantees that the system continues 

functioning steadily and according to plan. Generally, 

software engineering is a revolving field that requires 

constant adjustments. OODA’s loop observability 

improvement can achieve this. This loop can help 

develop monitoring and alerting systems that continually 

gather data and alert engineers when certain thresholds 

are surpassed. Besides, applying OODA principles 

facilitates root cause analysis, enabling engineers to 

identify the source of problems rapidly. Engineers may 

avoid the dangers of conjecture and ensure that their 

efforts are concentrated on solving the real issue rather 

than its manifestations by adhering to a systematic 

OODA strategy. Finally, observability improvement in 

software engineering relies on incident response. An 

efficient incident response procedure guarantees that 

incident response teams react quickly and effectively in 

the event of an issue. The loop minimises downtime and 

user impact by guiding them through the detection, 

containment, eradication, and recovery phases. 

 

IV. Ooda in business 

A key component of contemporary business 

operations is observability, which enables businesses to 

get insights into their processes, make wise decisions, 
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and adjust quickly to changing conditions [8]. OODA 

principles provide an organised method for enhancing 

observability in the corporate sector.  

 

A. Observe 

‘Observe’ is the initial stage of the OODA loop 

that lays the foundation for effective decision-making 

and adaptability. Businesses aggressively gather data 

during this phase from various sources, including 

operational metrics, market trends, and customer 

feedback [9]. Gaining knowledge and comprehending 

the ever-changing business landscape requires 

understanding the data-collecting process. Monitoring 

shifts in consumer behaviour, financial situations, and 

industry advancements is part of watching market trends 

[10]. This information is essential for seeing trends, 

seeing openings, and modifying plans as necessary. 

Companies use various resources, including industry 

journals and market research studies, to remain informed 

of market developments. Also, consumer feedback is a 

foundation for observability in the market spectrum and 

is a vital source of information during the “observe” 

process. Firms get customer input via support 

interactions, social media posts, surveys, and reviews. 

The consumer’s fulfilment, preferences, and pain points 

are revealed by this data, which may help with product 

development, marketing plans, and client retention 

initiatives. Increasing observability in the business 

domain, where data is inescapable, requires a strong 

emphasis on operational metrics. Operational metrics 

provide information on how well internal business 

operations are doing and how efficient they are. Sales 

numbers, inventories, manufacturing rates, and financial 

measurements are a few examples of this data [15]. 

Businesses may evaluate their operational health and 

decide on resource allocation and process optimisation 

with knowledge thanks to analysing these data. Another 

crucial aspect in the ‘observe’ phase is choosing the best 

data collection and management tools to improve 

observability. CRM (customer relationship 

management) is a system tool that helps organisations 

track consumer behaviour and preferences by managing 

customer data and interactions [14]. Analytics tools offer 

comprehensive information about how websites and 

applications are used, which aids businesses in 

comprehending user behaviour. Social listening tools 

explore social media for public opinion, trends, and 

mentions about their business and sector. 

 

B. Orient 

The ‘orient’ phase of the OODA loop is where 

businesses extract meaning from collected data. 

Companies analyse internal performance measures, 

gauge client mood, and spot new market trends during 

this period. Using data analysis methods and business 

intelligence technologies is essential for this phase. With 

these tools, one may comprehensively analyse the data, 

spot trends, and evaluate the importance of the 

information discovered [13]. Businesses are given the 

background and knowledge they need to make educated 

decisions during the “Orient” phase as they learn about 

consumer preferences, market dynamics, and operational 

efficiency. This paves the way for the following stages 

of the OODA cycle when these insights are turned into 

workable plans. 

 

C. Decide 

The OODA’s loop phase, ‘decide,’ is where 

businesses decide based on the first two stages, ‘observe 

and orient’. Companies must make critical strategic 

decisions frequently, including producing innovative 

products, entering new markets, and allocating 

resources. OODA offers an organized method for this 

decision-making process, helping organizations to 

analyse information, determine possible consequences, 

and methodically compare different possibilities [13]. 

This stage guarantees that decisions are supported by 

data, allowing organizations to make well-informed 

decisions that support their objectives and allow for 

flexibility in response to changing conditions. 

Businesses need the OODA framework to assist them in 

negotiating the challenging terrain of strategic decision-

making and adjusting to changing market conditions. 

 

D. Act 

The “act” phase in business denotes 

implementing choices and plans influenced by the 

OODA loop. During this dynamic phase, concrete steps 

are taken, such as introducing new items, optimizing 

marketing efforts, or reorganizing internal procedures. It 

stands for the point at which choices are made and 

actions taken in the actual world to accomplish 

organizational goals. The “act” phase is the spark that 

ignites change, allowing companies to respond to new 

opportunities or difficulties quickly, adjust to changing 

market dynamics, and make sure their objectives are 

carried out as intended [13]. It serves as the link between 

decision-making and action, guiding companies toward 

their goals. The OODA’s loop in business improves 

observability by enabling market adaptability in the ever-

evolving marker sphere. Besides, it also provides risk 

management since firms are exposed to various dangers, 

such as unstable finances and interruptions in the supply 

chain. The OODA’s principle supports prompt decision-

making, encouraging proactive risk assessment and 

promoting risk-reduction measures [13[. An essential 

aspect of OODA’s loop in observability improvement is 

monitoring and boosting consumer engagement. OODA 

principles improve client engagement by offering a 

framework for evaluating consumer data, making 

justifiable decisions, and adjusting marketing strategies 

appropriately. These four phases are continuously cycled 

through the OODA loops. Every time a company do 

anything, more observations are made, starting a new 

cycle. In addition, a business can leave each step and 

return to make further observations. The improved 

OODA loop graphic below describes this feedback 

system [13]: 
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Fig 4: Actions yielding each stage 

 

V. CONCLUSION 
The OODA loop systematically increases 

observability and enables experts in both fields to handle 

challenging and dynamic circumstances. Resilience 

assurance, performance optimization, and efficient risk 

management all depend on this system. Professionals 

may respond to opportunities and difficulties confidently 

and accurately by adhering to Observe, Orient, Decide, 

and A principles. This ensures efficiency and flexibility 

in their particular industries. The OODA framework is 

an effective instrument for maximizing observability and 

guaranteeing superior results, whether for software 

system performance optimization or strategic corporate 

decision-making. 
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